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Security Drills 
 
Patient or Visitor Disruption or Violence 
 
Scenario: The patient is in an exam room with her boyfriend, waiting for the clinician to return with 

some forms. Patient’s boyfriend begins screaming, threatening her. 
Set Up:  Choose to act as either boyfriend or patient. Designate a staff member to play other role. 

Begin yelling and making threatening gestures. 
Action:    Each drill should be conducted twice. The first drill is used to see what staff would 

normally do and the second to make improvements.  
 
After the first drill review these key points: 

• Ask the patient/visitor to change their behavior immediately. 
• Tell the patient/visitor to leave the clinic. Let them know the police have been called. 
• Instruct someone to call 911 and inform them that you have a disruptive or violent person 

in the clinic that need to be removed immediately.   
• Do not get involved in their fight. 
• Do not get in between this person and the exit. You do not want to be trapped and you 

want to encourage them to leave. 
• Do not physically get in between the patient and boyfriend. 
• Assign staff to move other patients away from incident. 
• Document on an Incident Report Form (see sample Disruption/Violence Report). 
 

Perform the drill a second time to: 
• Review staff performance and improvements. 
• Debrief. These drills may bring up a lot of emotions for you and your staff. 

 
Things to think about:  

1) Understandably, staff may feel that it is their job to make sure the patient is safe.  
However, emphasize that it is not their responsibility to intervene in these situations, and 
that doing so may make the situation worse or delay the response. 

2) Consider contacting local law enforcement to solicit their suggestions for this situation, 
and what their response time would be. This gives you an idea of how long you will need 
to manage the patient and contain the situation. 

 
 
Manageable Fire 
 
Scenario: It is around lunchtime. A staff member walks into the kitchen and sees smoke   and 

flames coming from the toaster oven. 
Set Up:   Instruct a staff person to be the one who notices the fire and proceed accordingly. 
Action:    Each drill should be conducted twice. The first drill is used to see what staff would 

normally do and the second to make improvements.  
 
After the first drill review these key points: 

• All staff should know location of all fire extinguishers. 
• All staff should know how to properly use a fire extinguisher (let them pick it up and 

examine it) 
• In the event of a manageable fire, pull pin and spray back and forth across the base of 

the flame from about 6-8 feet away. 
• If fire is successfully extinguished call fire department to report the incident anyway.  

They will need to come and determine the cause of the fire. If it was electrical, there may 
be problems behind the walls that require attention. 

• If emptying the contents of one regular-sized fire extinguisher is not enough to put out the 
fire, then it is unmanageable.  Evacuate and call the fire department. 
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Perform the drill a second time: 

• Review staff performance and improvements 
 
Things to think about:  

1) Be sure the plastic tie has been removed from the pin on the fire extinguisher so the pin 
can be pulled out easily. 

2) Do you have a plan for communicating with other staff throughout the office in case of an 
emergency? 

 
 
Unmanageable Fire 
 
Scenario: Fire in chart room due to electrical short. 
Set Up:    Choose a staff person to find fire in chart room. Designate 2-3 staff to be 
                patients: one is hysterical, one refuses to leave, the other is in the bathroom. 
Action:     Each drill should be conducted twice. The first drill is used to see what staff 
                would normally do and the second to make improvements.  
 
After the first drill review these key points: 

• How did you communicate that there is an emergency and a need to evacuate the clinic?   
• Have several pre-planned and practiced escape routes.  The fire may not start or be set 

in a place where it is convenient for you to evacuate out the main door. 
• Did you evacuate all patients? 
• Did you close all doors? 
• Did you remember to bring the schedule so you can account for all patients? 
• Have a designated meeting point a safe distance from the clinic and make sure to notify 

all staff of which place will be used, prior to evacuating. 
• Set a goal of an amount of time in which you want to complete the evacuation and work 

toward it. 
Perform the drill a second time: 

• Review staff performance and improvements 
• Debrief. These drills may bring up a lot of emotions for you and your staff. 

 
Things to think about:   

1) Did you take copies of emergency numbers, patient lists, and staff contact numbers with 
you in case you are unable to re-enter the clinic for a period of time?   

2) If an abortion were in progress, do you know which staff would remain in the building to 
complete the procedure?   

 
Bomb Threat 
 
Scenario: Receptionist receives a call saying, “I’ve put a bomb in your office!” 
Set Up:    Choose one person to receive the call. Designate 2-3 staff to be patients: one  
                is hysterical, one refuses to leave, the other is in the bathroom. 
Action:     Each drill should be conducted twice. The first drill is used to see what staff 
                would normally do and the second to make improvements.  
 
After the first drill review these key points. When a bomb threat call comes by phone  

1. Remain calm. Keep the caller on the line for as long as possible. DO NOT HANG UP, 
even if the caller does.  

2. Listen carefully. Be polite and show interest.  
3. Try to keep the caller talking to learn more information.  
4. If possible, write a note to a colleague to call the police or, as soon as the caller hangs 

up, immediately notify them yourself.  
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5. If your phone has a display, copy the number and/or letters on the window display.  
6. Complete a Bomb Threat Checklist immediately. Write down as much detail as you can 

remember. Try to get exact words.  
7. Immediately upon termination of call, DO NOT HANG UP, but from a different phone, 

contact authorities immediately with information and await instructions.  
 
When call is over, hang up and dial *57 to trace the call if the service is available in your area.  If 
not, dial *69 and record whatever information you can. Be sure you are using the same phone 
line that the call came in on. 

• Assess whether you are going to search or evacuate. About 98% of threats are hoaxes 
meant only to disrupt clinic services. 

• If you decide to search, call 911 to inform the police. 
• You must inform the patients.  Tell the patients you have received a threat but you are 

not evacuating, you are going to conduct a search.  If they would like to leave, you'll re-
schedule them for a later time.  Make sure they take all their belongings.  They are 
welcome to stay, but while you search they need to stand up and hold on to all their 
belongings so you can identify any suspicious items. 

 
How To Conduct A Search for Suspicious Articles: 

• Search public areas first (waiting room, patient bathrooms, anywhere a patient could be 
un-escorted). 

• Search semi-private areas second - exam rooms, counseling rooms, anywhere the 
patient goes but is escorted or not left alone. 

• Search locked areas last 
• In each area make three sweeps. First looking at everything from your waist to the floor; 

second from waist to shoulders; and third from shoulders to the ceiling. 
• Law enforcement should search the outside of the building.  However, a search of the 

inside of the clinic is much more effective if done by the staff, not the police.  The police 
do not know the clinic like you do and do not know what belongs there and what doesn’t. 

• If nothing suspicious is found, communicate that to the police.  Document everything that 
has been done.  Let the patients know that you will continue services as planned and that 
they can sit down. 

• If a suspicious item is found, calmly inform staff and patients that you will be evacuating 
the clinic, by which route and where you will gather a safe distance away (at least two 
hundred yards).  

• If the police have already arrived at the clinic, tell them where you found the suspicious 
item.  Otherwise wait at the evacuation point until police arrive. 

 
If you choose to evacuate: 

• Discuss how you will communicate that there is an emergency and a need to evacuate 
the clinic.  

• Have several pre-planned and practiced escape routes.  A suspicious item may be in the 
way of one escape route. 

• Did you evacuate all patients? 
• Did you remember to bring the schedule so you can account for all patients? 
• Have a designated meeting point a safe distance from the clinic and make sure to notify 

all staff of which place will be used, prior to evacuating. 
• Set a goal of an amount of time in which you want to complete the evacuation and work 

toward it. 
 
Perform the drill a second time: 

• Review staff performance and improvements 
• Debrief. These drills may bring up a lot of emotions for you and your staff. 
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Things to think about:   
1) Finding something suspicious doesn't necessarily mean finding something that looks like 

a bomb.  Finding a bag, purse or backpack that doesn't belong to staff and isn't claimed 
by any of the patients is suspicious.  Evacuate.  

2) Do you have drop ceilings?  Your search should include noting if any shifting in ceiling 
tiles has occurred; if so, this is suspicious.  Evacuate.   

3) Do you want to designate someone to be in charge?  If so, you need to have a back-up 
plan in case that person isn't in the clinic at the time of an incident. 

 
Suspicious Package - Mail Handling 
 
While mail handling is an important security measure to review, it really does not work as a role-
play scenario.  Instead, please review with your staff the following salient points to identify a 
suspicious letter or package.   
 

• Excessive or no postage 
• Inaccurate or misspelled names and addresses 
• Lack of return address or postmark and return address are from different areas 
• Noticeable messiness, unusual odors, or unprofessional wrapping 
• Drawing, unusual statements, poor typing, or handwritten address 
• Statements such as “Open Addressee Only,” “Special Delivery,” or “Personal and 

Confidential” 
• Not addressed to a specific individual, but rather to “chief executive officer” or “office 

manager” 
 
What to do: 
 

• Trust your instincts.  If package doesn’t “feel” right, do not handle it! 
• Isolate the package 
• Bag it immediately in a zip lock bag 
• Notify the person in-charge 
• Notify the law enforcement authorities and follow evacuation procedures if necessary 

 
What not to do: 
 

• Do not open, shake, smell, touch or taste a suspicious article. 
• Do not place a suspicious article in a confined space such as a cabinet or a drawer. 

 
Active Shooter 
 
Scenario: Receptionist hears shots.  She looks out the window and sees a shooter across the 

street. 
Set Up:  Choose one person to be the receptionist. Designate 2-3 staff to be patients: one is 

hysterical, one refuses to leave, the other is in the bathroom. 
Action:    Each drill should be conducted twice. The first drill is used to see what staff 
               would normally do and the second to make improvements.  
 
After the first drill review these key points. When an active shooter is in your vicinity: 

1. RUN 
a. Have an escape route and plan in mind 
b. Leave your belonging behind. 
c. Keep your hands visible 
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2. HIDE 
a. Hide in an area outside the shooter’s view. 
b. Block entry to your hiding place and lock the doors. 
c. Silence your cell phone and/or pager. 

3. FIGHT 
a. As a last resort and only when your life is in imminent danger. 
b. Attempt to incapacitate the shooter. 
c. Act with physical aggression and throw items at the active shooter. 

 
CALL 911 WHEN IT IS SAFE TO DO SO.  You should provide law enforcement of the 
911 operator the following information: 
• Location of active shooter 
• Number of shooters 
• Physical description of shooters 
• Number and type of weapons held by shooters 
• Number of potential victims at the location 

 
 
 


